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1
Decision/action requested

Discuss the proposal under clause 4 as a way forward for the FS_CAT256 study.
2
References

[1]
3GPP TR 33.700-41: "Study on cryptographic algorithm transition to 256 bits"

[2]
3GPP TS 33.501: " Security architecture and procedures for 5G system "

3
Rationale

After 2 meeting cycles, there was no progress on the FS_CAT256 study. Consequently, the corresponding TR 33.700-41 [1] does not yet include any key issue for the objectives of the study. There was even a disagreement on how to address the most straightforward topic on the introduction of the new algorithm indications. Some companies argued that this does not necessitate a key issue.
On the main topic of coexistence between 128 and 256-bit algorithms, the past numerous discussions suggest that companies have different views and expectations on the outcome of this study. In fact, the views span from the strictest possible one where this is not to be allowed (either all 256-bit or not), to the most flexible one treating all algorithms alike and leaving it to operator configuration and policy to enable one and not the other. We are in favour of the latter view because a stricter approach is not practical/realizable from a deployment perspective, might become a hinder for the deployment of 256-bit algorithms, and most importantly, the current 128-bit algorithms are still considered secure. 
In this regard, we observed that there is at least one aspect on which companies seem to converge. It is the set of amendments required in TS 33.501 [2] to enable the use 256-bit algorithms. Observe that this excludes any requirements on the support, i.e., whether they are mandatory or optional and in which side of the system. 
Another topic that was debated and which is out of the current SID scope is on the support of AEAD mode. Obviously, this topic requires a proper study in its own and has potentially bigger impacts on the specifications. It might as well require the involvement of other working groups. Therefore, since the prospect of introducing this in Rel-19 is very unlikely, we better leave it to future releases. 
The proposal in clause 4 takes into account these observations.
4
Detailed proposal

As a way forward for the study, it is proposed to:

1. Carry out the work for enabling the use of 256-bit algorithms directly in a (mini-)WID and a draftCR. The scope of such work is to be kept minimal just to cover the introduction of the new indications as well as the update to the requirements for key truncation. 
2. Give it another meeting cycle to discuss the remaining key issue proposals.

An example of the draftCR is shown below.
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***************START OF 1st CHANGE***************
5.1.3
Requirements on 5GC and NG-RAN related to keys
The 5GC and NG-RAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 or 256 bits. The network interfaces shall support the transport of 256 bit keys.

The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
***************End OF 1st CHANGE***************

***************START OF 2nd CHANGE***************
5.2
Requirements on the UE

…
5.2.2
User data and signalling data confidentiality 

The UE shall support ciphering of user data between the UE and the gNB.

The UE shall activate ciphering of user data based on the indication sent by the gNB.
The UE shall support ciphering of RRC and NAS-signalling.

The UE shall implement the following ciphering algorithms:

NEA0, 128-NEA1, 128-NEA2 as defined in Annex D of the present document.

The UE may implement the following ciphering algorithms:

128-NEA3, 256-NEA4, 256-NEA5, 256-NEA6 as defined in Annex D of the present document.

The UE shall implement the ciphering algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 
Confidentiality protection of the user data between the UE and the gNB is optional to use. 

Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.
***************End OF 2nd CHANGE***************

***************START OF 3rd CHANGE***************
5.2
Requirements on the UE

…
5.2.3
User data and signalling data integrity 

The UE shall support integrity protection and replay protection of user data between the UE and the gNB. The UE shall support integrity protection of user data at any data rate, up to and including, the highest data rate supported by the UE.
The UE shall activate integrity protection of user data based on the indication sent by the gNB.
The UE shall support integrity protection and replay protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

NIA0, 128-NIA1, 128-NIA2 as defined in Annex D of the present document.

The UE may implement the following integrity protection algorithms:

128-NIA3, 256-NIA4, 256-NIA5, 256-NIA6 as defined in Annex D of the present document.

The UE shall implement the integrity algorithms as specified in TS 33.401 [10] if it supports E-UTRA connected to 5GC. 
Integrity protection of the user data between the UE and the gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and the gNB.

Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

All NAS signalling messages except those explicitly listed in TS 24.501 [35] as exceptions shall be integrity-protected. 

All RRC signalling messages except those explicitly listed in TS 38.331 [22] as exceptions shall be integrity-protected with an integrity protection algorithm different from NIA0, except for unauthenticated emergency calls.
The UE shall implement NIA0 for integrity protection of NAS and RRC signalling. NIA0 is only allowed for unauthenticated emergency session as specified in clause 10.2.2.
***************End OF 3rd CHANGE***************

***************START OF 4th CHANGE***************
(to be added)
***************End OF 4th CHANGE***************
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